OdHuManbHLBIH caiiT

CieicTBEHHOE YIIpaBJ/ICHUE
Cnencreennoro komurtera Poccuiickoi Meepanmm
no Apxanrenbckoit obnactu u Heneuxomy AO

IlamsaTka A getei 1 B3pocablx «be3onacHblii UHTEpHET»

VBaxaemble pomutenu! Ecmu Bamm netm mnonw3yiorcs WuTtepHerom, Bbl, 6e3 comHeHus,
OecriokouTech O TOM, Kak ybOepeub HUX OT HENPHUSATHOCTEW, KOTOpble MOTYT MOACTeperatb BO
«BCEMHMPHOUW TlayTHHE». 3HAUYMTEJIbHOE pachpoCcTpaHEeHHWEe MaTepuaqoB B cetu MHrepHer,
MpeJHa3HAUYeHHbIX TOJBKO AJIS B3POCTBIX WM HEMpPUeMJIEMbIX IS AeTell Mo KaKoW-Iubo Apyrou
MPUYUHE, MOKET JIETKO MPUBECTH K HETaTUBHBIM TTOCJIEACTBUSIM.

B Hacrosiee Bpems CHTyalusl CKJIaIbIBaeTCS TAKMM 00pa30M, UTO Kak/Iblii peOCHOK, BHIXOISAIINI B
WuTepHeT, MOXET MpOCMaTpUBaTh JIOOble MaTepuasbl. A 3TO Hacuiue, MopHorpadus, CTpaHUIIb,
MOJTAJIKUBAIOIINE MOJIOJICKb K cCaMOyOUHCTBaM, aHOpeKCHUH (OTKa3 OT MpreMa MUK ), YOUNRCTBaM,
CTpaHMIIBI C HAIMOHATUCTUUYECKOUW, IKCTPEMHUCTCKOM M OTKPOBEHHO (DAIMCTCKOW HIEOJIOTUed U
MHoOTrOe JIpyroe. Yacto ObIBaeT Tak, 4TO MPOCMOTP TaKOK MH(MOPMAIIUH Jake He 3aBUCHT OT peOeHKa,
Belb HA MHOTHX CaliTax OTOOpAXalOTCs «BCIUIHIBAIOIIME OKHAa», COAEpKAIlhe HEeraTUBHYIO IS
HECOBEPIIICHHOIETHUX MH(OPMAIHIO, Yallle BCEro MOPHOrpapuIecKoro coaepKaHusl.

Kpome TOro, B cetu HEpeaKko BCTPEYaloTCs JIOAW, KOTOpbIE MBITAIOTCSA ¢ momolipio MHTEepHeTa
BCTYNaTh B KOHTAaKT CAETbMH, Mpecielysl ONacHble WM MPOTUBOMpABHBIE 171 peOeHKa LeNu.
3JIOyMBIIIJICHHUKHA WCHOJB3YIOT 9TH KaHAJIBI JUIS TOTO, YTOOBI 3aCTaBUTh JEeTed BbIAATh JIMYHYIO
MH(POPMALIMIO, BOBJIEYb HECOBEPIICHHOJETHUX B COBEpIIEHUE AaCOLUMAIBHBIX M MPECTYITHBIX
IIENCTBUM.

Mepbl NnpeaoCTOPO’KHOCTH UWJIH YTO HY?KHO IOMHUTDL POIUTEIAM:

- UIS TOro, 4TOoOBI TpefocTepedb peOeHKa OT HeraTMBHOTrO BO3jedcTBHs VIHTepHeTa, 0OBsSCHHTE
AeTsIM pUHIUN padoThl ceTh. HayuuTe peOeHka moyib30oBaThes MouckoMm B MHrtepuete. [lokakure,
KaK WCIIOJIb30BaTh Pa3IMYHbIe MMOMCKOBBIE CHCTEMBI, B TOM UHUCJIE JIETCKHE, IJIsi OCYIIECTBIICHUS
TIOMCKa MO3HABATEJILHOM U pa3BUBAMOIIEH [UIst peOeHKa nHpOpMaIuy;
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- p€6eHOK JOJIKEH IIOHMMAThb WM IIOMHUTHL. HAXOXICHUE B I/IHTepHeTe BO MHOI'OM HAaAIIOMHUHACT
Hpe6bIBaHI/IC B 06I_HCCTBCHHOM MECTE. OHaCHOCTI/I, noacreperammume 1nojib30Bareiid, CXOXU C
PUCKOM, BO3HUKAIOIIUM I1pU O6IJ_[CHI/II/I C 4y’XUMHU JIIOJbMH. Ecmm getn 1u4HO He 3HAIOT YEJIOBEKa, C
KOTOPbIM O6H_IaIOTC}I B C€TH, 9TO PABHOCHJIBHO O6IJ_[CHI/IIO C HE3HAKOMIIEM B peanbﬂoﬁ JKM3HH, YTO
3aIpeUICHO;,

- OyapTe Bcerja OCBEJIOMJIEHBI O TOM, YeM 3aHuMatotcsi Bamm netu B MHTtepHete. [Tompocute nx
Hay4uTh Bac mosib30BaThCs pa3MYHBIMU NPUIOKEHUSAMHU, KOTOPpIMUA Bbl HE MOJB30BaIMCh paHee.
[Mocemaiite MuTepHer BMecte ¢ aetbMu. [loomipsiite neTeil pacckasbiBaTh Bam 00 ycrmexax u
HeyJa4yax B IPOLECCE OCBOCHHUS CETH;

- IOMOTHTE JIETSIM MOHATH, YTO HE ciefyeT pa3MelaTh B IHTepHeTe inuHyio nHpopMaluio o cede u
CBOEI ceMbe: NOJIHbIE AHKETHBIE JIaHHBIE (CBOM JIMOO CBOMX HECOBEPIIEHHOJETHUX JIpy3eil), HOMEp
MOOMJIBHOTO TesieOHa, TIOMAITHUH aJIpec, HOMEP IIKOJIbl, MECTO pabOThI POJUTENIEH, JTI0O0YI0 APYTYIO
JIMYHYI0 MH(POPMAIIUIO, a TaKXKe IeMOHCTpUpoBaTh otorpaduu (cBon u cembr). OObSICHUTE, YTO
OO0 YeJIOBEeK MOKET 3TO YBU/IETh U UCIOJIB30BATh B CBOMX IIENSX, 324acTyi0 IPOTHBOIPABHBIX U
aMOPAJIbHBIX;

- ecim Bam peGeHOK mosyvaeT criaM (HeKeJaTebHYI0 JIEKTPOHHYIO TOYTY), OObSCHUTE, UTO HE
HY’)KHO BEPUTb HAIIMCAHHOMY B TaKMX ITMCbMax U HU B KOEM Cllyyae He ClIe/lyeT OTBeuyaTh Ha HUX;

- peOEHOK [IO0JKEH 3HaTh, YTO HEJb3sl OTKPBIBATh (Paiijibl, MPUCIAHHbIE HE3HAKOMBIMU JIOAbBMH,
MOCKOJIbKY OHM MOTYT COJEpXkaTb BUPYCH WM (POTO-, BUAEOMATEPUAIbl HEMPUCTOMHOIO WU
arpeccuBHOro conepxanus. [laiite moHsATh peOeHKy, 4TO HEKOTopble oau B VHTepHeTe MOryT
TOBOPHTH HETpaB/ly ¥ ObITh HE TEMH, 3a KOro ce0s1 BblgaoT. Hayunre peGeHKa MpoBepsiTh Bce TO, UTO
OH BUJUT U uuTaeT B VIHTEepHeTe;

Pacckaxure pedeHky, uto B IHTEpHETE BCTpEYaloTCs M «XOPOILHe», U «IUIoXue» Jioau. OObsIcHUTE,
1oYeMy He CTOMT 100aBJIATh «B JPy3bsi» HE3HAKOMBIX JIIOAEH — OHU MOTYT OBITh HE TEMH, 32 KOTO
ceOs BoipaoT. [lpenynpenure pebeHKa, 4YTOObl OH HM B KOEM CIIy4ae He COIJIAINAJICS Ha BCTPEUH C
WHTepHeT-He3HaKOMIIaMU B pEasIbHOM KM3HU, IPEXJEe YeM HE IMOCTaBUT B M3BECTHOCTh Bac mim
OM3KKX poncTBeHHUKOB. [TocoBeryiiTe eMy oommaThcs B IHTepHETE TOJBKO ¢ TEMH, C KEM OH JIMYHO
3HAKOM;

- TpenocTeperute OT CKAYMBaHUS IUIATHOM WH(OpManuu, OCOOEHHO 4Yepe3 CMC-COOOIICHUSI.
OObsicHUTEe, TIOYeMy He CTOUT OOpaliaTh BHUMAaHUs Ha sipkue OaHHEPHl C COOOIICHUSIMU O

BBIMT'PbIIIAX WJIU ITPU3AX;

- IOCTOSIHHO OOIIalTeCh CO CBOMMU JIETbMH, PACCKA3bIBAWTE U COBETYITE, KaK MPABUJILHO MOCTYIATh
U pearpoBaTh Ha JEWCTBUS ApYyrux jmojeil B IHTepHeTe;

- HaAy4uTe HCTCﬁ MpaBUWJIIbHO peE€arupoBarb, €CJIX HUX KTO-TO O6I/IILCH B CE€TH, WJIMX OHH
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MOJTYYMJIM/HATOJIKHYJIUCh Ha arpecCHBHBI KOHTEHT, a TaKXke JIoOyl aMopaibHyl0 MH(pOpPMAIIHIO.
Pacckaxure, Kyzia B OJOOHOM CiTydae OHU MOTYT OOpaTUThCS;

- ybeauTech, UTO Ha KOMIIbIOTEpPE, KOTOPBIM IOJIB3YIOTCSA Balm feTH, ycTaHOBJIEHBl U NIPABUJIBHO
HACTPOEHBI Cpe/IcTBa (PUIIbTPALIUH.

Poaurennbcknil KOHTPOJb — 3TO OIPaHUYEHUE JOCTyHa JETel M MOAPOCTKOB K HEXKEIATEIbHBIM
caiitam B MHTepHeTe. PoauTeNbCKUil KOHTPOJIb MOKET HE TOJBKO OJIOKMPOBAaTh JOCTYN K TaKUM
caiiTaM, HO U OrpaHMYMBATh UCHOJb30BaHUE VIHTepHeTa 1Mo BpPEMEHU CYTOK, JHSAM HEIeNd WU
AJMTeNbHOCTU ceaHca. CyllecTBYeT MHOKECTBO MPOrpaMM M (DUIBTPOB, Cpey HUX: aHTUBUPYC
Kacnepckoro ¢ BO3MOXHOCTSIMM pOIUTENbCKOrO KOHTposisa — «Kaspersky Internet Security»,
nporpamma-puieTp  «NetPolice», nporpamma-uietp «Mutepuer lLlensop», denepaipHas
IporpamMmma JeTCKOro MHTepHeTa «l orysb» 1 Jpyrue;

- [IPpUYyYUTE HeTeﬁ, YTO OHHM JOJIXKHBI ITIOCEIAaTh TOJIBKO T€ CaﬁTbI, KOTOpLbIE B pa3peuiniii, To €CTb
CO3HafITC IJIA HUX TaK Ha3bIBAEMBIN «O€JIblii» CIIMCOK CAlTOB B I/IHTCPHCTC C IMOMOIIbIO CpEACTB
POAUTEILCKOTO KOHTPOJIA;

- Hay4uTe Balero peGeHKa yBaXXeHHIO U STHKETY B Iporiecce nonb3oBanus Murepuerom. [Tonmpocure
pebeHKa He MPOBOLMPOBATh KOH(MIMKTHBIE CUTYallid U OTHOCUTBCS K JAPYTHM IIOJIb30BATENISIM TaK
ke, Kak OH XoTesa Obl, YTOOBl OTHOCWJIMCh K Hemy camMoMy. OOBSCHHTE, YTO HHM TPH KaKUX
00CTOATENBCTBAX HE CTOMT pa3MellaTh MPOBOKAIMOHHBIN MaTepHral U He pacpOCTPaHSTh 1O YbeH-
6o mpockOe WH(POPMAIMOHHBIE W  arpecCUBHO-HACTpoeHHble cooOmeHus. Wudpopmarms,
BBUIOKEHHAs1 B IHTepHET, JOCTyNHa BCEM M MOKET OBITh MCIIOJIb30BaHA B JIIOOBIX, B TOM YHCIIE,
MOILIEHHUYECKUX LIEJIsAX.

IIpaBnia 6e30macHOro MHTepPHeTA A JeTeil:

- HUKOMY M HUKOIJa He pasriamai cBou naponud. OHM — TBOU riaBHBIM cekpet. [Ipugymail cBoi
YHUKQJIbHbIA Napojb, O KOTOPOM HHUKTO HE CMOXeT Jorajatbcsa. He 3amuceiBail maposu Ha
OyMaxKax, He XpaHH{ UX B OTKPBITOM JiocTyre. He oTnpasisiii CBoM Maposiu 1Mo 3JeKTPOHHOH MOYTe;
- [IPY pEruCTpalvy Ha CaliTax U B COUMAJIBHBIX CETSX CTapaicsl He yKa3blBaTh JIMYHYI0 MH(POPMALHIO
(cBOM (haMMIIHIIO, UMSI OTYECTBO, HOMEDP TesledOoHa, aipec MecTa KUTEIbCTBA, IKOJIbI, MECTO PadOTHI

poauTeNiel U Jpyroe) — OHa MOXKET ObITh JOCTYITHA BCEM, Jake TeM, KOTO Thl He 3Haelllb;

- momMHH, 4TO poTorpadus, pazmenieHHas B UurepHere nocrymnHa ajis mpocMotpa Bcem. Crapaiics
He pa3zmemarh (oTo, Ha KOTOPHIX N300paXxkeHa TBOSI CeMbsl, IIIKOJIA, JIOM U JIPYTHe JIMYHbIC IAaHHBIE;

- HC BCTpC‘I&fICH C TEMHU, C KEM Thl 3HAKOMUIILCA JIMIIb B I/IHTCpHCTC;

- IIOMHH, YTO MHOT'ME JIIOAHU PACCKA3bIBAIOT O cebe B I/IHTepHeTC HEIlpaBay, B TOM YUCJIE CBECACHUA O
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BO3pacTe u IOJIOBOM MMPUHAIJICKHOCTH,

- B VIHTepHeTe M COIMaIBHBIX CETSIX CTapaiics OOLIaThCs TOJIBKO C TEMH, C K€M Thl JITUHO 3HAKOM.
[Mogymaii 1 MOCOBETYHCA C POAUTENAMH, NPEeXIe YeM J100aBUTh HE3HAKOMOIO 4YesloBeKa K cede B
CIHCOK «JIPy3ei»;

- HEe WCHOJb3yH BeO-KaMepy IMpu OOIIEHWM C HE3HAKOMBIMH JIIOAbMH, MOMHU O HEOOXOIUMOCTH
COXPaHSATh TUCTAHIMIO C HE3HAKOMIIAMU;

- yBaxall cobecenHukoB B MHrepHete. Hukorja u HU mpu Kakux OOCTOSITENbCTBAX HE yrpoxai
APYTUM, HEe pa3Mellaid arpecCUBHBIN U TPOBOKAIMOHHBIN MaTepuall. Bynp npysxkemobdeH. He rpyou;

- He BCTymall B HE3HAKOMBble COOOIIEeCTBA W HE PaCHpOCTpPaHsSi MO 4Yel-1do Mpockde
UH(OPMAIMOHHbIE, TPOBOKAIIMOHHbIE U arPECCMBHO-HACTPOCHHbBIE MAaTepPHAIbl M COOOIIEHHMST;

- HE BCE, UTO Thl MOKEIIb TPOYECTh WM YBUJIETh B UHTEPHETE — NpaBaa. He neHuce u nepenposepsi
MH(pOpPMAIIMIO B IPYTUX MOUCKOBBIX CUCTEMAX WUJIM CIIPOCU Y POJUTEIIEN;

- MIOMHHU, YTO CYIIECTBYIOT CalThl, HETIPeIHA3HAUEHHBIE /JIs1 JeTel, He 3aXOAM HA CAMThl «JJIsl TeX,
KTO crapiie 18 eT», Ha HeNMpUIMYHBIE U arpeCcCHBHO HACTPOEHHbIE caiiThl. Ecim ThI moman Ha Takoit
CAWiT MO CChUIKE, 3aKpOoil CBOM Opay3ep, UCob3ys KiaBuiny “ctrl+alt+delete”;

- PacCKaku BCE, YTO Thl YBUJIEJ, BBLUWJI WM y3HAJ HOBOTO B3pOCIOMY. JI0BEPSii CBOUM POAUTENISM,
MIOCKOJIBKY TOJIbKO OHM CMOTYT IIOMOYb B TPY/AHOW CUTYallUH;

- HUKOI'JIa He yKa3bIBall CBOM HOMep Tesie(hOHA WM IJICKTPOHHBIN apec, He OTIPABIISH ¢ HETO CMC-
COOOIIIeHNs] HAa He3HaKoMble HoMepa B MHTepHeTe. Ecim TeGe mpuiio cooOieHne ¢ He3HaAKOMOTO
ajipeca, ero Jiydiile He OTKPBIBATh;

- ecim TeOe TMOKa3aJoch, YTO TBOW JIPY3bsl OTHPABISIIOT TeOe «CTpaHHY» WH(GOPMAIUI0 WU
MPOTrPaMMBbl, IEPECITPOCH Yy HUX, OTITPABJISIN JIU OHU TeOe Kakue-moo ¢aiiibl. FIHOrIa MOIIIeHHUKH

MOT'yT HCfICTBOBaTb OT UMCHU 9YyKUX HIO,HCfI, B TOM 4HUCJIE TBOUX pr36ﬁ " pOACTBEHHHUKOB;

- €CJI Thl XOYelllb KyuTh B IHTEpHETe KaKylo-JIM00 yCIIyry Wid Urpy, oOpaTuch K B3pociomy. OH
MOACKAXeET TeOe, Kak N30eKaTh MOLIEHHUYECTBA;

- He 3arpyxai (paiisibl, IporpaMMbl WA MY3bIKY O€3 COTacusi B3pOC/IBIX — OHU MOTYT COZEPKaTh
BUPYCHI U IPUYUHSAT Bpejl KOMITBIOTEDY.

Yro nenarhb, ecu peGeHOK BCe JKe CTOJKHYJICS ¢ KAKUMH-JIA00 PUCKAMU :

Y craHoBUTE NONOKUTETLHBIN 9MOL[I/IOH8.JILHBII;’I KOHTAKT C pe6eHKOM, PpacnoJIOKUTE €Io K pa3roBopy
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0 TOM, YTO CJIy4MJIOCh. Pacckaxure, 4To BH OOECTIOKOEHBI TeM, YTO C HUM MPOMCXOAUT. PebeHok
JOJDKEH BaM JIOBEpSATh U 3HATh, YTO BBl XOTHTE Pa300paThCsl B CHUTyallud M MOMOYb €My, a He
HaKa3aTh.

[MocrapaiiTech BHUMAaTeJIbHO BBICIYIIATh paccka3d peOeHKa O IMPOU3OIIeqIeM, YTOObl TOHSTh
HACKOJIBKO CEPbE3HO CIIyYHBIIIEECsI MOTJIO TIOBJIUSATH HA HETO.

Eciu peOGeHOK paccTpoeH YeM-TO YBHAEHHBIM (HApUMep, KTO-TO B3JOMan ero npoduib B
COLIMAJIbHOW CETH) WM MOMNal B HENPUATHYIO CUTyauuio (MOTpaTW Ballld WIM CBOM JEHbIU B
pe3yJibTaTe MHTEPHET-MOIIIEHHUYECTBA M MpoYee) — MOoCTapanTech ero YCIoKOUTh. BMecte ¢ HUM
pa3depuTech B CUTyalldd: YTO TPHUBEJIO K JAHHOMY pe3yJbTaTy, Kakue HEeBEepHbIe JeHCTBUS
COBEpINWI caM peOeHOK, a IJie Bbl HE paccKa3aid eMy O MpaBuiax Oe3omacHOCcTH B VIHTepHere.
[TpoBeauTe «paboTy Hall OMIUOKaAMK» U 0OBSICHUTE PeOSHKY, Kak 00€30MacuTh ce0sl OT HeraTUBHBIX
(akropoB MHTepHeTa.

Ecmu curtyanus cBsizaHa ¢ HacwiveMm B VIHTepHeTe MO OTHOIIEHUI0 K PeOEHKY, TO HEOOXOIUMO
BBIACHUTh HMH(OpMalMI0O 00 arpeccope, BBISICHUTh HCTOPUI0 B3aMMOOTHOIIEHUN peOeHKa W
arpeccopa, BbISICHUTB CYITIECTBYET JIM JIOTOBOPEHHOCTh O BCTpeUe B PeaslbHOM KU3HU; Y3HATh ObUIN
JIM TAKWE BCTPEYM M UTO U3BECTHO arpeccopy o pedeHke (peajbHoe UMs, (hamMuinsi, aapec, TenedoH,
HOMEDp IIKOJIBI U TOMY MOAO0OHOE), KECTKO HACTauBalTe Ha M30EraHrM BCTPEeY C HE3HAKOMIIAMH,
0cOo0eHHO Oe3 CBUIeTeNIel, POBEPhTE BCE HOBbIE KOHTAKTHI peOeHKa 3a MOCIeHee BpeMsl.

Cobepure Hambosiee TOJMHYIO WH(MOPMAIMIO O TMPOUCIIECTBUM KaK CO CJIOB peOeHKa, Tak U C
MOMOIIIBI0 TEXHUYECKHUX CPECTB: 3alITe HA CTPAHMUIBI caiTa, rjae ObUT Balll peOeHOK, TOCMOTPUTE
CIIMCOK €ro JApy3eH, mpoutute cooOrieHuss. [Ipu HeoOXOIUMOCTU CKOIUPYHUTE W COXPAHUTE ITY
uHGpOPMAIMI0O — B JajbHEWIEM 3TO MOXET BaM IPUTOAUTHCSA (HArmpuMep, JUlst oOpallieHus B
IIPaBOOXPAHUTENILHBIE OPIaHbI).

Eciu Bbl He yBepeHbl B OLIEHKE CEPbe3HOCTH IPOM3OIIEAIIEr0 ¢ BalluM peOSHKOM, WM OH
HEJIOCTATOYHO OTKPOBEHEH (HE T'OTOB UITH HAa KOHTAKT), WX Bbl HE 3HAETE KaK IOCTYIUTh B JaHHOU
CUTyaI1 — 0OpaTUTECh K crieruanucTam (TenedoH 1oBepusi, ropsuas JMHUs U apyroe). Bam paayt
PEKOMEH/IallMK O TOM, KyZJa ¥ B Kakoi hopMe 0OpaTUThCs, €Clii TpeOyeTcsi BMEIaTesIbCTBO IPYTHX
CIIyk0 ¥ OpraHu3aluii, B TOM YHCiIe IPABOOX PAHUTEIbHBIX OPraHOB.

J060if TpaXxJaHWH MOXET COOOHMTh HWH(POPMALMI0O O TMPABOHAPYIIEHUSIX B OTHOIICHUU
HECOBEPIIIEHHOJIETHUX 1O TesiehOHHOM JTMHUK «PebeHok B omacHocTi» (8182) 29-05-69, a takxke ¢
coroBoro TtenepoHa (MTC, Meradon, bunaitn, Tene-2) mo Homepy 123. Takxke neicTByer
«Tenedon noBepusi» CnencreeHHOro ynpasieHus: (8182)20-35-46. BoamoxHO oOpailieHne u yepes
WNutepner-npuemnyio http://arh.sledcom.ru/references .
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