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IHamaTka ajsa B3pocibix «be3onacubiii UHTEepHET»

ITamsarka st B3pocabix «be3onacubin UHTEpHET»

VBaxaemsble pomutenu! Eciu Bamm netu nonb3yiores cetbio «MHTEpHET», BB, 63 COMHEHUs,
0ecroKouTech O TOM, Kak yoepeub UX OT HeMIPUATHOCTEN, KOTOPbIe MOTYT MOJICTeperaTh BO
«BCEMHUPHOI1 MayTUHE». 3HAUMTENIbHOE PACIPOCTPAaHEHUE MaTepUasoB B ceTu «HTepHeT»,
MpeJHa3HAUYEHHbBIX TOJIBKO JJIs1 B3POCbIX WM HeMPUEeMJIEMbIX JIJIs1 IeTel Mo KaKOU-T1o0 qpyron
MIPUYMHE, MOKET JIETKO MPUBECTH K HETaTUBHBIM ITOCJIEACTBUSIM.

B Hacrosiee BpeMsi cuTyanus CKJIabIBAETCS TAKUM 00pa30M, UTO KaK/Iblii peOEHOK, BHIXOSAIINI B
ceTb «/IHTEpHET», MOKET IPOCMATPHUBATh JIIOObIE MaTepualibl. A 3TO HacuiIue, MOpHOrpadus,
CTPaHMLIBI, TOATAJIKUBAIOIINE MOJIOEKb K CAMOYOMIICTBAM, aHOPEKCHUM (OTKa3 OT MpUeMa IHIIH),
yOMIACTBaM, CTPAHMLIBl C HALIMOHATUCTUYECKOM, SKCTPEMHUCTCKON M OTKPOBEHHO (DAIIUCTCKOM
uieoIoruei u MHoroe ipyroe. Yacto ObIBaeT Tak, YTO MPOCMOTP TaKoW MH(MOPMALIIHN JIaKe He
3aBUCUT OT peOeHKa, BeIb Ha MHOTUX CaliTaX OTOOPaX)aloTcsl «BCILIBIBAIOIINE OKHA», COJepKallLe
HEraTUBHYIO /1151 HECOBEPLIEHHOJIETHUX MH(MOPMAILIMIO, Yallle BCEro NOpHOrpahuieckoro
CofiepKaHuUs.

Kpome Toro, B cetu HepeIKO BCTPEeYatoTCs JIIo/Id, KOTOPbIE MBITAIOTCS ¢ HoMollbio IHTepHeTa
BCTYIIaTh B KOHTAKT C JIETbMHU, IIPECIe/ys ONAacHbIe WM MPOTUBOIPABHbIC JJIs1 peOeHKA T1eJTH.
370yMBIIUIEHHUKY UCTIONB3YIOT 3TU KaHAJIBI JIJIs1 TOTO, YTOOBI 3aCTaBUTh AETEN BbIIATH JTMUHYIO
nH(pOpMaIIrIo, BOBJIEYb HECOBEPIIEHHOJETHUX B COBEPITIICHUE aCOIIMAILHBIX U TIPECTYITHBIX
JIEVCTBUIA.

Mepb! peOCTOPOKHOCTH WU YTO HY?KHO IOMHHUTD POJUTEJISIM:

- yTOOBI MpeocTepeyub peOeHKa OT HEraTUBHOTO BO3AeNCTBUs VIHTEpHETA, 0OBACHUTE JETAM
npuHLMI padoTs cetu. HayunTte pedeHka moabp30BaThcsi NOMCKOM B cetr «VHTepHeT». [Tokakure,
KaK HUCMOJIb30BaTh Pa3IMYHbIE MOMCKOBBIE CUCTEMBI, B TOM YKCJIE AETCKUE, ISl OCYIIECTBICHHS
TMIOMCKA TTO3HABATEIbHOM U pa3BHUBaloIel 1151 peOGeHKa nH(popManuy;

- pe6eHOK JOJIZKEH ITOHMMAaThb B IIOMHUTL: HAXOXKICHUC B I/IHTCpHeTe BO MHOI'OM HAaIlIOMMHACT
Hpe6I)IBaHI/Ie B O6HICCTBCHHOM MECTE. OHaCHOCTI/I, noAcCTeperarmme mojab30BaTeyid, CX0XKHU C
PUCKOM, BOBHUKAIOIINUM IIpU O6H.[CHI/II/I C 9YKUMHU JIIOOAbMH. Ecmm JE€THU JIMYHO HE 3HAIOT YC€JIOBCKA, C
KOTOPbIM O6HIaIOTCH B CE€TU, 9TO paBHOCUJILHO O6H1€HI/IIO C HE3HAKOMIEM B peaanoﬁ JKU3HHU, YTO
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3aIpeUICHO;,

- OyzpTe Bcerza OCBeJOMJICHBI O TOM, YeM 3aHuMaioTcs Bammm netu B ntepherte. [ompocute nx
Hay4uMTb Bac nosbp30BaThCA pa3InUHbIMU NPUJIOKEHUAMU, KOTOPHIMUA BBl HE NOJIB30BAJIMCH paHEe.
[MTocemaiite MHTepHET BMecTe ¢ aeThbmu. [loompsiiite nete pacckasbiBath Bam 00 ycniexax u
HEyJayax B IIPOLIECCE OCBOEHUS CETH;

- IOMOTUTE JIETSIM TOHSTh, YTO HE CleqyeT pa3MeniaTh B VIHTepHeTe imuHyio nHGOpMaImio o cede 1
CBOEI1 ceMbe: MOJIHbIE AHKETHbIE JaHHBIE (CBOM JIMOO CBOMX HECOBEPIIIEHHOJIETHUX JPYy3€eil), HoMep
MOOMJIBHOTO TestepoHa, JOMAIIHUIA aipec, HOMep MIKOJIBI, MECTO paOOThI POIUTEINEH, JII0OYI0 APYTYIO
JIMYHYI0 MH(POPMAIIHIO, a TaKKe JeMOHCTpUpPOBaTh (potorpacuu (cBou u ceMb). OOBSICHUTE, YTO
MOOOH YeJIOBEK MOXET 3TO YBUIETh U MCIOJIb30BATh B CBOUX LIEJSX, 324aCTYIO IIPOTUBOIIPABHBIX 1
aMOPAJIbHBIX;

- ecsi Barr peGeHOK nostydaeT crnam (HexenaTeslbHyIo 1eKTPOHHYIO 110UTY), 0ObSICHUTE, YTO He
HY’)KHO BEPUTb HAIIMCAHHOMY B TaKMUX ITMCbMax U HU B KOEM Cllyyae He ClIelyeT OTBeuyaTh Ha HUX;

- peOCHOK JIOJIKEH 3HATh, UYTO HEJIb3sl OTKPHIBATh (DAMJIbl, IPUCIIAHHBIE HE3HAKOMBIMU JIIOIbMHU,
MOCKOJIbKY OHU MOTYT COJIEpKaTh BUPYCHI WK (DOTO-, BUIEOMATEpUATbl HEIPUCTOMHOTO UJTH
arpecCHBHOTO cojiepxkanusl. [lalite MOHATh peOSHKY, UTO HEKOTOPhIe Jitou B IHTEpHETE MOTyT
TOBOPUTH HEMPABY M OBITh HE TEMHU, 3a Koro ceOs BhigaoT. Hayunte peGeHKa mpoBepsITh BCE TO, UTO
OH BUJIUT U uuTaeT B VIHTEpHETE;

- pacckaxuTe peOeHKy, 4To B VIHTepHEeTe BCTPEYaloTCs M «XOPOILHE», ¥ «IIIOXHE» JIIO/H.
OObsicHUTE, IOYEMY HE CTOMT J00ABISThH «B APY3bs» HE3HAKOMBIX JIO/IEH — OHM MOTYT OBITh HE
TeMH, 3a Koro ceOs BbigaioT. [Ipemynpeante pedeHka, 4ToObl OH HU B KOEM ClTy4yae He corJiamascs Ha
BCTpeuM ¢ MIHTepHeT-He3HAKOMIIaMU B PeajibHOM KU3HU, IPEXK/IE YEM HE IMOCTABUT B U3BECTHOCTD
Bac nym 61m3kux ponctBeHHUKOB. [locoBeTyiite eMy oOmarbes B IHTEpHETE TOJBKO C TEMH, C KEM
OH JINYHO 3HAKOM;

- IPEJOCTEPEruTe OT CKAaUMBAHUS TUIATHON MH(pOpMAIIK, 0OCOOEHHO Yepe3 CMC-COOOIICHUSI.
OOmbsicHUTE, IOYEMY HE CTOUT OOpalaTh BHUMAaHHS Ha SIpKUe OaHHEPBI C COOOIEHUSIMU O
BBIUTPHIIIAX WM TTPU3AX;

- IOCTOSIHHO OOIIAMTECh CO CBOMMU JIEThbMH, PACCKa3bIBANTE U COBETYITE, KaK MMPABUJIbHO MOCTYIATh
U pearpoBaTh Ha JEWCTBUS ApYyrux mojeil B IHTepHeTe;

- HAy4uTe JeTel MPAaBWILHO pearupoBaTh, €CJIM UX KTO-TO OOUJIEN B CETH, WIN OHH
MOJTYYMJIN/HATOJIKHYJIMCh HA arPECCUBHBIA KOHTEHT, a TaK:Ke JI0OYI0 aMOPaIbHYI0 MH(OPMAIIHIO.

PaCCKa)KI/ITC, Kyla B HO,I[06HOM CJIyda€ OHU MOT'yT O6paTI/ITbCH;

- YGCI[I/ITCCL, YTO Ha KOMITBIOTEPE, KOTOPBIM IOJIb3YIOTCA Baim AC€THU, YCTAHOBJICHBI U IIPABUJIBHO
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HACTPOEHBI Cpe/IcTBa (PUIIbTPALIUH.

Popaurennbcknili KOHTPOJIb — 3TO OTPaHUYEHUE JIOCTYIIA IETeN U MOAPOCTKOB K HEXKEJATEIbHBIM
caiitam B MIHTepHeTe. PoauTeibCKuii KOHTPOJIb MOXKET HE TOJBKO OJOKMPOBAThH JAOCTYI K TAKUM
caiiTaM, HO U OTpaHMYMBAaTh UCII0JIb30BaHUE VIHTepHeTa 0 BpEMEHU CYTOK, AHAM HEAEIN WU
AJIMTENbHOCTU ceaHca. CyllecTByeT MHOKECTBO MPOrpaMM U (bUIIbTPOB, CPEIM HUX: AHTUBUPYC
Kacnepckoro ¢ BO3MOKHOCTSIMU poAUTeIbCKOro KOHTpoJist — «Kaspersky Internet Security»,
nporpamma-puisTp «NetPolice», nmporpamma-duibtp «MHTepHeT Liensop», penepanbHas
IporpamMmma JeTCKOro MHTepHeTa «l oryjb» u Jpyrue;

- IpUYINTE IIGTCI';I, YTO OHHU AOJIZKHBI MIOCEIATH TOJIBKO T€ CaﬁTbI, KOTOPLIC Bur paspemuniiv, To €CTb
CO3HafITC IJId HUX TaK Ha3bIBAEMBIN «OeJIblii» CIIMCOK CAWTOB B I/IHTCPHCTC C IOMOIIbIO CPEACTB
POAUTEILCKOTIO KOHTPOJIA;

- HAy4uTe Balllero peOeHKa yBaXKeHHUIO M STUKETY B rpoliecce rnojb3oBanus MutepHerom. [Tonpocure
peOeHKa He MPOBOIMPOBATh KOH(IMKTHBIE CUTYAllMM U OTHOCUTBCS K APYTHM TI0JIb30BATENISIM TaK
e, KaK OH X0TeJ1 Obl, YTOObI OTHOCUJIUCH K HeMy camoMy. OOBSICHUTE, YTO HA IIPU KaKUX
00CTOATENBCTBAX HE CTOMT pa3MelaTh MPOBOKAIIMOHHBI MaTepHUal M He PacpOCTPAHSATh 110 YbeHi-
160 npockde MH(POPMAIIMOHHBIE U arpeCCUBHO-HACTPOEHHbIe cooOmmeHus. Mugopmanus,
BbUIO)KEHHAs1 B IHTEpHeT, 10CcTyIHa BCeEM M MOKET ObITh UCIIOJb30BaHa B JIOOBIX, B TOM YHCIIE,
MOILIEHHUYECKUX LIEJIsAX.

Pacckaknre neTsiMm npasuiia 6e3onacHoro Marepuera:

- HIKOMY ¥ HMKOI'JIa He pasrjaiiail cBou napoiau. OHM — TBOM I1aBHBIN cekperT. [Ipuaymaii cBou
YHUKAJIbHBIA IApOJib, O KOTOPOM HUKTO HE CMOKET jgorajaarscs. He 3anmceiBail napoau Ha
OyMaxKKax, He XpaHHU UX B OTKPHITOM JiocTyne. He oTnpas:isiii cBou maposu Mo 3JeKTPOHHOH MOYTe;
- IIPY PETUCTPAIMY Ha CaliTax U B COLMAJIbHBIX CETSX CTApaCsl HE YKa3bIBaTh JIMYHYI0 MH(OPMALIUIO
(cBOM (haMmIIMIO, UMSI OTYECTBO, HOMEp TesleoHa, alpec MeCcTa KUTEbCTBA, IIKOJIbl, MECTO paOOThI

poauTeNel U Jpyroe) — OHa MOXKET ObITh JOCTYITHA BCEM, Jake TeM, KOTO Thl HE 3Haelllb;

- MOMHH, 4TO (poTorpadus, pazMmellieHHas B IHTepHeTe qocTyIHa Ajis mpocMoTpa BeceM. Crapaiicst
He pa3memarh (oTo, Ha KOTOPhIX N300paXxeHa TBOSI CEMbsl, IIIKOJIA, JIOM U JIPyTUe JIMYHbIC IAaHHBIE;

- HC BCTpC‘I&fICH C TEMHU, C KEM Thl 3HAKOMUIILCA JIMIIb B I/IHTCpHCTC;

- IOMHH, YTO MHOT'UEC JIIOAU PACCKA3bIBAIOT O ceOe B I/IHTepHCTC HEIIpaBay, B TOM YUCJIE CBEACHUSA O
BO3pacTe u IOJIOBOM MMPUHAIJICKHOCTH,

© 2024 Cnencreennoe ynpasinenue CreactBeHHOro komurera Poceuiickoit ®epepariu 1o ApxaHresbekoid ob1acti 1 HeHelkoMy aBTOHOMHOMY
OKpYTy

3/5



OdHuManbHLBIH caiiT

CieicTBEHHOE YIIpaBJ/ICHUE
Cnencreennoro komurtera Poccuiickoi Meepanmm
no Apxanrenbckoit obnactu u Heneuxomy AO

- B /IHTEepHeTe U COIMAIBHBIX CETSX CTapaicsi OOIATHCS TOJIBKO C TEMH, C K€M Thl IMYHO 3HAKOM.
[Momymaii 1 MOCOBETYHCS ¢ POAUTEIIAMH, ITPEk/ie YeM J0OaBUTh HE3HAKOMOT'O YeJIoBeKa K ceOe B
CIHCOK «JIPy3ei»;

- HE UCTIONb3Y BeO-KamMepy Ipy OOLIEHUH ¢ HE3HAKOMBIMU JIIDJbMHU, IIOMHU O HEOOXOIUMOCTH
COXPaHSATh TUCTAHIMIO C HE3HAKOMIIAMU;

- yBakall codecenqHukoB B IHTepHeTe. Hukoraa v HY rpu Kakux 0OCTOSATENbCTBAX HE yrpoKal
APYTUM, He pa3Mellaid arpecCUBHBIN U TPOBOKAIMOHHBIN MaTepuail. Bynp npysxemobdeH. He rpyou;

- He BCTyMai B HE3HAKOMbIe COOOIIECTBA M HE PACIIPOCTPAHSH MO Yel-1rudo nmpocroe
UH(pOPMAIMOHHbIE, TPOBOKAIIMOHHbIE U arPECCMBHO-HACTPOCHHbBIE MaTePHAIbl M COOOIIEHHMST;

- HE BCE, YTO Thl MOXKEIlIb IPOYECTh WIN YBUJETh B UHTEpHETE — ITpaBjaa. He jieHnce u nepenposepsiii
MH(pOpPMAIIMIO B IPYTUX MOUCKOBBIX CUCTEMAX WUJIM CIIPOCU Y POJUTEIIEN;

- IOMHH, 4TO CYHICCTBYIOT CafITbI, HEMMPEIHA3HAYCHHBIC IJIA )I@Tefl, HE 3aX0J1 Ha CalThI «JId TEX,
KTO crapiue 18 er», Ha HelpUJIMYHbIE ¥ arpeCCUBHO HACTPOEHHBIe cailThl. Ecii Thl OMa Ha Takoi
CAWiT MO CChUIKE, 3aKpoil CBOM Opay3ep, UCOb3ys KiaBuiny “ctrl+alt+delete”;

- paccKaXu BCE, YTO Thl YBUJIEJI, BBLyUIJI WIM Y3HAJI HOBOTO B3pocjaoMy. JOBEpPsii CBOUM POJUTEIISAM,
MIOCKOJIBKY TOJIbKO OHM CMOTYT IIOMOYb B TPY/AHOW CUTYallUH;

- HUKOT/Ia He YKa3bIBall CBOM HOMep TeJiepoHa MM SJICKTPOHHBIN ajipec, He OTIPABJISH C HEro CMC-
COOOIIeHUs Ha He3HaKoMble HoMmepa B MIHTepHeTe. Eciu Tebe mpuiiuio cooOieHrne ¢ He3HaKOMOTO
ajipeca, ero Jiydiile He OTKPBIBATh;

- ecsii Tebe MOKa3a10Ch, YTO TBOM APY3bsl OTIIPABJIAIOT TeOe «CTPaHHY0» MH(POPMALIMIO U
MIPOrpaMMBbl, IEPECTIPOCH Y HUX, OTIPABJISUIN JIM OHU TeOe Kakue-nmuoo (aitbl. THOrIa MOIIeHHUKH
MOTYT JIEMCTBOBATh OT UMEHU UYKHUX JIOAEH, B TOM YUCJIE TBOUX APY3€U U POJACTBEHHUKOB;

- €CJIM ThI XOYelllb KyIuTh B IHTepHETE KaKy0-JIM00 YCIyry WK Urpy, 0OpaTUCh K B3pociaomy. OH
MOACKAXET TeOe, Kak N30eKaTh MOLIEHHUYECTBA;

- He 3arpy»ai (paiibl, MPOrpaMMBbl T My3bIKY O€3 COTJIacusi B3pOCI/IBIX — OHU MOTYT COJEepXKaTh
BUPYCHI U IPUYUHSAT Bpejl KOMITBIOTEDY.

Yo genarth, ecJid pedeHOK BCe JKe CTOJKHYJICS ¢ KAKHMU-JIN00 pUCKaMM:
Y craHOBUTE TIOJIOKUTETbHBIA SMOIMOHATIBHBIN KOHTAKT C peOSHKOM, PacIiOfIOXKUTE €ro K pa3roBopy

0 TOM, UTO CIIy4YHJIOCh. PacckakuTe, 4TO BbI OOECIIOKOSHBI TEM, YTO C HUM MPOUCXOAUT. PebeHok
JOJDKEH BaM JOBEPSITh M 3HATh, UTO BBl XOTHTE pa300paThCsl B CUTYAIlUU U TIOMOYb €MY, a He
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HaKa3aThb.

[TocrapaiiTech BHUMATEIbHO BBICTYIIIATh paccka3 peOeHKa O MPOU30IIe/IIeM, YTOOb! TIOHATh
HACKOJIBKO CEPbE3HO CIIyYHBIIIEECsI MOTJIO TIOBJIUSATH HA HETO.

Ecim peGeHOK pacCTpOeH 4eM-TO YBHIEHHBIM (HApUMep, KTO-TO B3JIOMaJl ero npoduiib B
COLIMAJIbHOW CETH) UJIM OMaJl B HEMIPUATHYIO CUTYalMIo (TIOTPATUJI Ballli WJIM CBOM [IEHBIM B
pe3yJibTaTe MHTEPHET-MOIEHHUYECTBa M IipoYee) — MOCTapaiTech ero yCrokouTb. BmecTe ¢ HUM
pa3OepuTech B CUTYaIl|MK: YTO IPUBEJIO K JAHHOMY Pe3yJIbTaTy, Kakrue HEeBepHbIE IeHCTBUS
COBEPIIUII caM peOeHOK, a I7ie Bbl He paccKas3aid eMy O IpaBuiax Oe3omnacHocTd B VIHTepHeTe.
[TpoBeauTe «padoTy Haj OMUOKaAMU» U OOBSICHUTE peOEHKY, KaK 00e30MmacuTh ceOst OT HEraTUBHBIX
(akropoB MHTepHeTa.

Eciu cutyanus cBs3aHa ¢ HacuiveM B VIHTepHeTe 1o OTHOIIEHHIO K peOeHKY, O He0OXOIUMO
BBISICHUTH MH(OPMAIHIO 00 arpeccope, BHISICHUTh HCTOPUIO B3aMMOOTHOIIIEHUI peOeHKa U
arpeccopa, BbISICHUTb CYILIECTBYET JIM JOTOBOPEHHOCTh O BCTPEYE B PEAIbHOM KU3HHU; y3HATh ObUIU
JIM TAKWE BCTPEYM M UTO U3BECTHO arpeccopy o pedeHke (peanbHoe uMsl, (pamMuius, anpec, TesedoH,
HOMEp LIKOJIbl ¥ TOMY MOJ0OHOE), )KECTKO HACTauBaiTe Ha M30E€raHuy BCTPeY C HE3HAKOMIIAMH,
0cOo0eHHO Oe3 CBUIeTeNIel, POBEPhTE BCE HOBbIE KOHTAKTHI peOeHKa 3a MOCIeHee BpeMsl.

Cobepure HanOoJIEe MOJHYI0 MH(OPMALIUIO O MPOUCIIIECTBUH KaK CO CJIOB peOeHKa, TaK U C
MOMOIIIBI0 TEXHUYECKUX CPECTB: 3aiiJuTe HA CTPAHMIIBI CaiTa, rjie ObUT Balll peOeHOK, TOCMOTPHUTE
CIMCOK €ro apy3ei, mpoutute coodieHust. [Tpu HeoOXOAUMOCTH CKONMPYITE U COXPAHUTE ITY
UH(POPMAIIHIO — B JAJIbHEHIIIEM 3TO MOKET BaM MPUIOIUTLCS (HarpUMep, sl OOpallieHus B
IIPaBOOXPAHUTEJILHBIE OPIaHbI).

Eciu BbI He yBepeHbI B OLIEHKE CEPhE3HOCTH MPOU3OLIEAIIETo ¢ BallluM peOEHKOM, UM OH
HEJIOCTATOYHO OTKPOBEHEH (HE T'OTOB MJTU HA KOHTAKT), WM Bbl HE 3HAETE KAK IMOCTYIUTh B JaHHON
CUTyaIl1 — OOpaTUTECh K CrielaIucTaM (TesedoH JoBepus, Topssyast JIMHUS U Ipyroe). Bam nanyTt
PEKOMEH/IalMK O TOM, KyJa ¥ B Kakoil (hopmMe 0OpaTUThCs, €CIIM TPeOYeTCs] BMEIIATEIbCTBO JIPYTHX
CJIyk0 ¥ OpraHu3aluii, B TOM YKCiIe IPABOOX PAHUTEIbHBIX OPraHOB.

Aodpec cmpanuypi: https://arh.sledcom.ru/memo/item/1307899
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